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Amaze Excite Inspire

‘Jesus offers life in all its fullness’
School Security Policy
March 2019
This security policy provides direction and support for security that is applicable to all staff at all levels of the organisation. This policy describes the means by which the school aims to preserve security in: 

· Personal Safety - of pupils and staff 

· Premises - security of the building and resources/equipment

· Confidentiality & Availability - information is accessible only to those authorised to have access

It is acknowledged that the school has legal, statutory and contractual requirements with which it must comply. The school complies with the rules of good information handling, known as the data protection principles, and the other requirements of the Data Protection Act. 

PERSONAL SAFETY OF PUPILS AND STAFF
Front of School Gates 

Pedestrian access to the school premises is via the front pedestrian gate. The staff car park and the other large main front gates are kept closed at all times.  

At the end of the school day, children wait with a member of staff behind the main front gate until they are collected by their parent or guardian.  The School must have been advised in writing, or verbally, by a child’s parent if they have made arrangements for another person to collect their child from school.   If that person is unknown to the school staff and child, identification will be requested before the child is allowed to leave the school site.

Rear of School Gates
There are two gates in the main playground, and one in the Early Years play area.  Each gate is kept padlocked at all times, but can easily be opened by entering a combination code in the event of an emergency.  All staff know the combination code, which is changed periodically.

Children are supervised by two members of staff on playground duty during break and lunch times.

Main entrance - access control to school building
Access to the school building is via the main front door which has two methods of security:-

· It is locked with a door key every evening by the last person to leave the premises (i.e a member of staff or the cleaning contractor).  It is then unlocked with a door key by the first person to arrive on site in the morning.

· The door remains secured throughout the day via a ‘Fermax’access control system.  This means that is can be unsecured from outside by entering a security code on the access control keypad, or from inside the school by the use of door release buttons which are used by adults only:-

· one situated out of children’s reach on the wall adjacent to the front door
· one situated in the Admin Office
· one via the ‘Ddahua’ intercom system with door release pad in Cherry Hall
An automatic door chime sounds every time the front door is opened.

Only school, catering, cleaning and maintenance contract staff are given the security code for door access and under no circumstances is it divulged to pupils or parents.  The code is changed periodically, and always after a member of staff has left the school’s employment.

The front door is unsecured for the period between 8.40am to 9.00am daily to allow the arrival of pupils and parents, however there is staff in situ at the front entrance that oversee door use.

Pupils that arrive before 8.40am, for example to attend early morning clubs, are granted access by a member of staff.  Should it be necessary to unsecure the door before 8.40am for any reason, a member of staff is in the foyer area to oversee door use. 

At 9.00am the Admin Officer ensures the door is secured and it will then remain so throughout the day.  Visitors after 9.00am must request entry via the intercom.  The term ‘visitors’ is used for anyone visiting the school who is not a member of staff and includes governors, parents, volunteers, contractors and staff from other educational establishments, etc.

Once visitors have been granted access to the school, they must report to the Reception/Admin Office where they will be asked to sign-in the visitor’s book and be given a visitors badge to wear at all times during their visit.  On completion of their visit, they are asked to sign-out in the Visitors Book, and are escorted through the main front door by a member of staff.

Access control to school building – side entrance
1. 
2. Access to the school is also available via the side yellow door (access to original old school buildings).  This door is locked overnight via a door latch.  During the day, it is unlatched (it is a fire exit) but access can only be gained from the outside by the entering of a security code on the door keypad.  This door is generally used by staff only.  Occasionally visitors come to this door if no access is available via the main front door.  There is a doorbell which attracts the Finance Officer’s attention who will then open the door and take the visitor to the main front door for the usual signing in procedures.

DBS & Identification

All staff are subject to Disclosure & Barring Service (DBS) clearance checks during the recruitment process.  The Headteacher, and a member of the governing body, have undertaken ‘Safer Recruitment’ training.  Governors are also DBS checked, and rechecked every four years.  All volunteers will be DBS checked before starting to volunteer at the school.

All members of staff wear their ID badges during the school day.  Governors on duty at the school also wear their ID badges.  Any volunteers helping at the school are given temporary ‘Volunteer’ badges to wear for the duration of their visit, or a visitor badge.
Contractors that are sent to the school to carry out work are asked to provide identification and DBS details upon arrival, and a checklist is completed to record the details.  Contractors without DBS clearance are accompanied by a member of staff at all times.
Responding to Security Incidents
All security incidents must be reported to the Headteacher.  The Finance Officer should also be made aware if the incident relates to the gates or door access arrangements.  All staff are aware of their responsibilities to note and report incidents as quickly as possible.

The school is part of a network of schools that ‘cascade’ important reported incidents to designated schools by phone, as soon as possible, in order to keep vigilant and maintain the safety of school members.

PREMISES – SECURITY OF THE BUILDINGS AND RESOURCES
Buildings

Security is achieved by conventional security procedures (e.g. door and windows locked when unattended).  Access to the school via the main front entrance is controlled as detailed in the previous section above.  The ‘old school’ entrance (side yellow door) has an entry code device fitted, and the playground door from the foyer is controlled by an access system also.  Both the main school kitchen, and the children’s kitchen (), have entry code devices fitted to the doors to prevent children from unauthorised entry.  Door Entry code combinations are changed periodically.

All external classroom doors are kept closed at all times, unless outside learning is taking place.  All external classroom doors are locked when the classrooms are vacated.

The Admin office and the Headteacher’s office are both locked in the evening.  The main front door, the ‘old school’ (side yellow door), and the playground door from the foyer are locked overnight too.  This is done by the last member of staff on site, or the cleaning contract staff.
A record of the keys held by all members of staff and contractors is maintained by the Finance Officer and a key audit is carried out annually.
An Intruder Alarm system is fitted around the entire school buildings, which is activated through a coded system every evening when the building is vacated.  The system is monitored by CIA Security.  
A CCTV camera is installed above the front door, and the image is displayed on a monitor in the Admin Office, and recorded for one month via the CCTV recorder system.  The Finance Officer can also view the image on her computer.  
There is an additional camera on the ‘Dahua’ door access systems (installed for before and after school club use) and the image is displayed on the monitor in the Admin Office and via the door release pad in Cherry Hall.  It is also recorded for one month via the CCTV recorder system.
Dummy CCTV cameras have been installed in the main playground and the Early Years Play Area in order to deter intruders out of school hours.
Resources/Equipment/Personal belongings
All cash, cheques, bank cards and some important school documentation is stored in the school safe in the Admin office.  The safe combination is only known by the Headteacher, the Assistant Headteacher, the Admin Officer, and the Finance Officer. The combination is changed periodically.  Cash and cheques are banked regularly by the Admin Officer to avoid large amounts of money being accumulated on site.  It is a requirement of the school’s insurance policy that a maximum of £2,000 in cash be taken to the bank by one person, amounts over this value require two people for security reasons.
An inventory is maintained of all assets held by the School which are classed as valuable and/or attractive.  A regular inventory check is carried out by the Finance Officer and Headteacher, which is reported to Governors. Each item of equipment is security marked upon purchase.  Equipment is not taken off site without authorisation from the Headteacher.   If authorisation has been granted, details of the item(s) being removed are recorded in a log book held in the Finance Office, and monitored by the Finance Officer.

When a member of staff ceases working at the School, a check of the Asset Register equipment in their classroom/office is made before departure, and their keys are returned to the Headteacher.

Appropriate arrangements are made for the secure disposal of media containing sensitive information:-

· Confidential paper documents are securely disposed of via an external shredding contractor.  
· Computer data is wiped upon destruction/disposal by an external electrical equipment recycling contractor, which comply with the current regulations regarding the destruction of data.  A certificate of destruction which certifies that all data sources have been securely wiped or destroyed in accordance with WEEE regulations is provided.
Personal property will remain the responsibility of its owner. This includes staff, pupils and visitors’ personal property.  
CONFIDENTIALITY & AVAILABILITY – INFORMATION ONLY ACCESSIBLE BY AUTHORISED PERSONS

It is our aim to foster an ethos of trust within the school and to reassure pupils that their best interests will be maintained.  Confidentiality is a whole school issue, and during lessons ground rules are set for the protection of all.  Staff are always available to talk to both children and parents/carers in confidence about anything causing them concern.  The school encourages children to talk to parents/carers about any worries or concerns and may in some cases support the children to talk to their parents.

Parents/carers and children need to be aware, however, that the school cannot guarantee total confidentiality, and the school has a duty to report child protection issues.  If staff do need to share such information, however, the child will always be told first.  All information about individual children is private and should only be shared with the staff that have a need to know.
Staff/Pupil records

Some of these are held electronically on our ‘SIMS’ system.  They are password protected, and are only accessed by the Headteacher, the Admin Officer, and the Finance Officer. Daily back-ups of the information are taken remotely via the ICT Support Contractor’s remote back up facility.  

Pupil records kept by class teachers are monitored and any pupil information held electronically is on laptops that are password protected. Staff also have encrypted memory sticks to use when moving electronic information from one source to another.  (See also the school Data Security Policy for more information on electronic record keeping).

All confidential personal information in paper form is kept in locked cabinets.

The LA will be consulted for advice where necessary, for example for data protection or network security issues. 

Protection against malicious software (viruses etc)

Software licensing requirements are complied with and the use of unauthorised software is prohibited.  Anti-virus detection and repair software is installed and regularly updated by the school’s ICT Support Contractors.
Internet use by pupils

The school uses RM Education via the South West Grid for Learning as an internet provider.  The school subscribes to RM Education’s built-in website screening system called RM Safetynet which provides user base filtering.  Any website deemed to be unsuitable is filtered automatically and cannot be viewed.  The school also has an e-safety policy which details the safe and acceptable use of the internet.

Electronic Mail

Staff understand the potential difficulties of the difference between electronic and traditional forms of communication (e.g. speed, message structure, degree of informality and vulnerability to unauthorised actions and attack - interception and viruses). Staff understand their responsibility not to use email in such a way as to compromise the good name of the school.

Copyrights
Appropriate procedures are in place to ensure compliance with legal restrictions in the use of material in respect of which there may be copyright, design rights or trademarks.  Software is usually supplied under a licence agreement that limits the number of copies that can be made of the software.  Where possible site licences are purchased.

OTHER SOURCES OF INFORMATION
· 

Link no longer works – DfE is currently reviewing it’s guidance through consultation
· School’s Lone Working policy and risk assessment
· School Security Arrangements risk assessment

REVIEW
This policy will be reviewed annually.
Langley Fitzurse School is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment.
This school aims to be part of the wider community through fostering Christian values, and the development of spirituality through reflection to enhance relationships.

Approved by the Leadership & Resources Committee – XXXXXXXX 
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